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(a) nr:rfrr.ruo:vuvL?arnr:ufiormo (Limitation of Connection Time) r{rvilnr:tri
{'ru:vu!a1Tfiur11flu'r{:vruhi'r{lutrjnrrrrixu':arnr:?i'r.i'rufir,lrir urruriruuflaxu:v!uar:flurvrflfifr

n'r rr r{rriruar"L#vir n r:ripr:vuu rrn vy}.rn rr a r nr:ldo'.rrrrur,,'*tlo nr:"Ldr rud'r ava-r r r nra'trifi nr:ldr ruu!

6)r d
nf UL1J1J?.1:YUYL?Al oro lJ'lYl

do u. l^ rio rir ra u n n r :tdr l u n r ].r rr r : n^ q 
u fr o n r u n, x.J n r : t tir n- r a r : a u tr fl ( Business

Requirements for Access Control) 1o u tu! r nr:q-fl vir'ilotJ6rjfr uilu t, riru 6o

(o,) nrrnrnr:udrfirar:auryoTourilllunLru?vr'r{nr:n?un}.rnr:rrirfrr:vuuar:dl-Jt?rp1
9q

^ d; v u
tta salTStn u?10{ nL:vLlt fi't:fi1-J tvtFl

(tE) rJflirl:rlr.iaoondornndorfruunrnr:"[drrumrx]nr:nauaudorfrrauo6'ruFr?r![Tun{

rJaoofiu
v o , d -Xr o sr. n r : dr uu Fl : v r.r 1r rra v o I n : nja riu a riu n r :r-J fl riO r r u o r il

zrda'a(o) il:vuuafuauunr:virrrutor:v1rua'r:autufl1ro{141rxu.:rutautrrurnomonrrl
c

rlornr:ldrru eYrfl:vrr:hurn?rlilaoon-u (Security) :vLUeir:o{n:vLratllflr (UPS) uniosrirufrn

fl i s rratuh1 1 6{r : o { : v 1r r : v 1r l u a r fl 'r Ft : v r u I Yr o r n r o

(ro) n:roaorniounaor:vLi!af!auuuarirriuodr{a}jrLailo uriol#rTutobi'irvixru'[6'
I

i
! nfr uravannr ril rfiurqr nn?'lLdlJ tvarlunr:vixru

(m) d'nrxqr.Jn:erj'LurfufiyBor.lSurrufiurarrvarufioua'nudurnr:t{rfirornunnaflluuon



unvlfi'uunorln:effifinrur{rriruufirtio'nfflufir,rflrfiflnrtrfurxr.Jnonflutfiurvroqu

(a) n:rqaor:aoneiorprrraanrilrr?o#ornrulur.io{[ravF]:'raaor:vrir:oeuvnfro':rlfluut!

hloq]:vriurJnfrrfioflorriunrrlrufiuururioqrJn:rifioq]nrulu#orquddoqn (Data Center)

(a) nr:touarulr,,laruahrurruurBorruroryilrarrurravfiruLFrrfladufisiru{lurlorvirnr:

rrrzururdrhlluu3urrufilnnnrruuonrdra'rtdriul#ioayoalua-ryrurcurrr.r'l lfioflorri'u rru un

fliv:ofl tura{aru ra6o#m{o'un-oarutrnl r]orrYunr:eindu#rururru nr:n-oaraahrurru duovvfrtri'ufrer

nru rfiunr urio:vr.lr.l reio'rir ut"frrrutritri'

,.iau
eiruvt- rsr nr:uByr:o'on'r:nr:rcirfrtrio'rqfhitTu (User Access Management)

U
v y y o d 69 a
?o d. ruFuta:vulr Fro{nruuoflria{ilvrriuuffidrrulrail rirfl!! u

( o) q-o dr ttu r v,l o i:r n r : a r vr v rr-r' u u ri'trir r u r{r u iu : v u u u,r nrTuTa 0 a r : au t,,t rt
, , v I u d6v J u ,o v< o Y u
(le) rdntta:vu!r]0{fl5?aa0u![ulj,J Lu{ru rv!0 L}.] 114}.rnr:a.:vtvtuuucjl1j0u
t , e e qea dq v a A , y i
(en) i'l0ttOlv!Un0{Fl:?040!ttflvLUAllDLUnr:tt'.l0{ylt14}.llUA}.lA0UUlYln'lltl:1J,..191%0U. UU

do .t. #n Ltarv!1r plorrirrauonr:hirru:vrurunTuTadar:auryrfllr'a'rn-ru Inu:r':vurfiU!
Ay4

unurtoldo :vrrnorrfr?tproih:un:rr]:vunsi (Application) qou:lru616ny:orjnri (E-Mail.) :vur
uoBorirstYaru (Wireless LAN) :vru6uptoiurirr (lnternet)1ouo1orl#Sliduar,nrrvnr:lfrl-orrutur.rrirfi

run vtfrir o r r r r# ut o r r{l u a r u a'n uflio-n u:
e v ? a J e 4 s6lv
1lo oo. ,.10ILA5vUL.]molnr:ylylfuft-ltonr:trlrnrtolzu LtllrU (Review of UserAccess!U U

Rights) Blor{'rrtr.[:r^nrv!?unr:vrrurufrvrBnr:urjrfisriolfft{lru:vual:aurv]firraytlirrl;rriryfid'Ldlru
!9u!

t v o & a . , d 3 y i ra uaoarlrioutlav or rr:-{ vt$otl^o:t'nt:Iundru rln^aurirruuur nroon ra5ofiuqonr:drrlourJXl-m^nrl
-x

[11]'lliT'l{ fl.1U

( o ) ri :r d: r u d o t o r frfi ul fi fr vr B'lu : v r 1r u u n a 1 1.r u il ? rr {'r 1-J
!

tv

(to ) q-o d r : r u fi o riuiri#r fr'r.rir rYu rlru t r r o r ra il r u s r u rfi o rir rfr u n r : y u yr ? u : r u fi o un v!u

^ d va,
fr r,rB n r : r{r'[Eir r u'i r n n plo r yi ohJ

!

(*) rirrfrunr:uritrdoqa frydrirr 1 tri'qnrfrornrlfit6':-uu,6'rnn1!qrnyilrurru

(a) uuvrufr vBn r: u{r fr wor ri'Ldrruo dxfia a fl a v . . *'o

(a) rfior{rr,rrirfil'nr:1snflru ula^aurirrruil{ aroon fr'uannr:{xrru r,rBour]dau
v A o -i ^ d ae a e ^ J

r.nirfrnru:nfrotor'tu:vlufrtofru3nr:'hilru"[ri'nonnoufryBnralu o, - n] iuvirnr:

do 
" 
r. n r :lBur :o''pr n r : :r.[a rjrur{rr.lYl r1'Ldlru

(o) rirr,ruonr:uJFuuuuln{Lravflr:uflrdn:r,{ar.iru (Password) ufiorj"Ldrruaroon
4 I 4 a q'

14:0V\1Ja 1 n0't I Lt14U t 1450 U fl tA n n1: t"ij{rU

(t ) rir ra u n d o ffLdr r u yB o : ri'a ri"ldr r u olo rtri,ri, niu!U

(*) rir:ror:fi'ar.iru (Password) qiro:rrl#nYufldrru6'rui6nr:fir]aoon-u ufinuarurnr:
6te J
LtJltFtnnou



(<) rirr,luntfini"ldtrutlliuyr*nvrioifiu:r,r-azuru (Password)li'lu:vtltlnou,l^rrmoi lu
U

, o'q ,q yq v v 4:! rrullyr L:.r ta! o { nunl: r?l er{

YYV1uy4v
rio orto. rintua:vrr 0'lo{lJ:}1r:annr:nr:r?r0{?oilan1}ltl:vtnuciupt?rlraiu'tunr:nrln:r!! u q

v4v
nr:t?'rfl{flolntugtavl:vrnvriunrrr#rvr-rnr:rdrfirTprun:ulavnr:rdrfirzuru:vur.rru:rrn*rio'nr:

U

vir a r u do l a uiri a v | : v rn y.uu p,1 r 1r #u l' d'r ri otl d
U

t t e v o il - y ad ,a uaq v d y ad(o) l*qtta:v!11 Fl 0{ n'lyun% un? l}.la !1 0{t 044 x D!fl U r] Lu n1:a n tn U? 0\a tLav? D

lA uA6l y 4 v t u u

rJX^rin^"Lunr:n?uFr:.1fllTr{rnrrio4n ttmav!:v rnufurrrrrn-rrl"rnr:uirfitlnun:r rrav nr:rflrn*rzu ru

:u111J{ru:rrLfiri6nr:virarucio}.raurriavl:yrnyrYu.r',uo-urrndornfinrr:r#tr!!

^ io v4 |(b) u{rtotdoraovrlou^nr:11Llyr?t-tn?r}.rrytL1va}.rrorfrr,rB"lunr:urirfirdolarLotffidlru!UU
t y dl !., A q u,L q u y, ^ i ' Aq eav- d

our.luo uuav o ot{ t1\0 Lr.llu Lq Lo?]ayDFl1{,,l ll Lu Ll uln l:tnl,l].l t14il1ya}.1

t,e v4 y Z - il ,
(en) [JEttaTv!1]Fr1!nr.rfl'r:r{rfildo}.laruriavl:vunutuFr?r}.rau11{nrTt,ij1fi{{olalouF]:l' uu e ! --{- - - -

Y4tYyoa'Uttnvnr:tqilo-.rzuru:vlu{lu (qtta:uulJeio{rirr,run:rafloefldrru (UserAccount) rrav:vr-a,.,t'1u

(Password) rfiolfflunr:n:roaorBr-tnuqBrrowftdrru{o4atuurriayiYunru#rdorya

(a) nr::-uailrio4nr{rrirpr.iru:vrrtn3orjruaror:ruv olosleiYlntirdriua (Encryption)
Aa, u

li rtlu:rr m:oruar na 16'urri VpN* 
,u, riruunrrm:nr:T-nurFr?rr#unrr-Jaonn-urorcior.ralun:nir,r"rirduvr:-ntio0nuofl

vu?u.tru LlJu 1lr:{:flur n:?adollri'n'rrfrunr:r{r:orrrasar.ldo:rafirfiuoutudoriufrnriou rilurlu9 ! u-'- -

(u) t{rtordola6'otfinr:n:?aao!n?1ilr1rlnua}.rcIorfrySlunr:rdrfirdoraroqril{lru! u'-- t-- ''
t v d, Y A 

"yo\ 
a u y, ^ i

o u r r rio u tl a v o n ir ufr o"L#:iru"lolei'i r fr y B ri r r 1 fil#l{eir n r fi o r u ru I r y a r
/ r\ "" 

d o
(ou virnttnl:n:vvirnrrlfrntnnt*uornfiorfld (Username) trnv:yYar..rru (Password)

flo{uenalprqnon#ll dolrflu(:-rfrntounonr:n:vvi'lo?rlfrourunr}.rnfl}r:tru:vrl'utdol-ln-ufi

LflU'llrO{
v'
{o oren. :vllLJ{lllfi1TAutllfll4r{q:norfilfrollulriu (Business lnformation Systems)lfi'

r.[rurirr,ruru{'r1-J1fr41:il'rr]:vr6urirr 111l{rirrn?rlfunrrJaofln-u LLayeaajounrr l rioun-ofrulold

dolairlnn"lu:vuurru v6o:vrrtvrrrlula0ar:auryiflyiovrfio:rlarrdreirunlu uru:ynrrrl:ruu'rLna
d u r! 4 , ! '

fi l.r Ld a il : v a-{ ?.1 : r tl 0 { ri fr o e,rr yE o u ri r u r r u vt- I r r o rfi o lT a I

r -i o v d v a
eirufr en n liriluuau{'ryr nrrufu il orou uo l {"[d.:ru (U ser Res po nsi bi liti es)

do .a. n r :"trir ru:fi'a riru ffLdruri'osrJ fr u-fr d'rfi

(") qjldrrufir,ri',r^1*r:rJorri'u qua :-nuldoqariryfirrrorflrirru (Username) uny

:r.[azuru (Password)Touri"lrilruumavnupTorr^frufitroei"Ldrru (Username) ro{rluLo{ ri'r:rtd:tlrYu

{6u:u,,t'r#ruvfrnr:uzuul,*i ,,.nui',0 virlri'rjdurirulrrl'*i',u (password)

(tE) rirvuo:tt-azuru!:vn'ordrrn-ro-nr,]:lil#ounrr a n-ro-nrg: cirFlo{!:vnorpiru
st-ltnt (Numericai Character) 6'ro-nu: (Alphabet) ttavn-rdnu:rfrtor* (SpeciaI Character)



t9

(*) va'ntaturnr:n'r:fi'azurufiourufiuf,rutr'flrlrr:nrnrkir'ru rtu fior,r:*ou'rllfifln?o.iudrq

nu rorr,rio n :r ritl rirtur,nr qur u n ::.1

r-r 1,11",i5v"'azuruarurnnadrr,rfrnr:tdruril:rdora:':rrirrnnaduzururniorru\(3-/ r i flelfi tylturl tlt-ottyl& , i
ad

n0il1,\?tFt05

taltrild1rl:un:rnoutirumoirlru"Lunr:s;r:fia,,iruei':urnnaon1urio (save password)

atu:1J Lfr:0{a0t]t\? tn 0:a?uun nailr.t 1lJ,1'tun:0un:0{ 0 uqUU

(u)kirnr,riofiufin:ri'ar.irurirurnnatfluanrufi fir'rurionr:#rrnnuf;urorrnnno*u
1t

(*l) rirr,ruo:ri'azurur3rfrulr.ftirri"l'ffrru"Lri'urnnonr:rn'r rraynr:arror:y-arirutri'rir

fflrir r u rlo r rt] utr-l o dx I a o o n-u
I

{o oa. nr:drnr:tdr:r.i'a lrtdniudoravr'r{lunrrraiu rfldrruovrlorrJfl-r.io^nr:r:vL1.r^urnr:

{nurnrr}.ld'u?tl{Trrlfl't: fl.0, leddd rravpios"Ld?3nr:rcir:tfld (Encryption) yrtru:rryalrrnvr{lu

Srrn:f,ruatna
v o q .j ^{o ou. nr:n:vvir"ln 1 frrfrnornnr:ldriepfirorr!"ldrru (Username) dufinqr.rrrurirr.runlr.l

c3, q q t t 
" 

& a D , a u td t d,tilunrrlzuo hdrnr:n:vviruluqvrfrnornffldrrur,r:^otrifinrtl t#o*orrriJunrruiuzuororei:uunna frr
e6le y v 4 ; ^ 3

,.J LlJ {'t U Q v Fr 0 { : U t J O lJ 0 U n 0 A ? 1 :.t r.J n 1T tfl O fl U tO {

do 
"nr. ritdrruelotvirnr:rfraqdrirmur,rnnYrriour,r'qy"t{a'uyfrnrdr.r:*o:y1JLa1:aur}1fl?o{!ui

6v Y ^",14u'lu.tll-i rravurnnrTrfraqrjm-rnuriufirlryr,lr trirrqvunprorn:ri'arirufionfiGr,t3oufrnarnn?'llrfrnytar01o
ddngrVqvyudf-X

I n o 
ry 

LlJ { rLFr 0 { tra I tvr zu o trn : vl ! u : r uvrr.lr Ln u tll tt n n u tuuru x nl u

(o) nolrfrrrmoivnr.l:vtnv nr:rdrfir:vurrJfru-frnr:rlorvirnr:rfrqaririrnuln.io

(to ) n r :tdr r u : v u r n o r fi r r m o io' utu r ni o d r u r v fr o.r vir n r : ri a o rjpTr n u vr n n :%U9

( * ) n r :hil r u 6 u rv o i ui n ( l n te rn et) olo r vir n r :fi a o dfrr n u ua y rlo r fi n r : riufi n
y4

? oLra il{aI:.1r : 0! w o n rit m ur.l n nn rfl{l ru16'!1u-

(a) rijoffLdrruh-ioejfiuniornorrfrrrnoirlorvfrnr:sonufirqoynnYr uunrfrorvirnr:!Ul

ri a o rim-r m u ri o u n r :ldr r u, n 

^ 
Y*!i

(a) ffldl r u d'o l p{l rr a rfinra#r q o (Sc ree n Save r) r.r a-r o r ntriki"ldr ru r{] u rr a 1 o o rr r fi

rua v olo r1;1 : r.[a r,i r u ( P a s swo rd ) }i'q n olo I dr q y a r ].r r : n rtl pr y rir q olri
u 91v y
?0 ord. zu tt{ruao{nivvunttnv:v:t-n:vr-roronr:ldlrudoln h:rflolarr'urrufluurov - -- -!- ---- ---t

L: { 1 L rU I A A}] rO A V\ : y A{ ?J :It 0 { Ftil o6.' y : o ttjut o IaI o.i !n n a n I u u o n
vAa,u+du!-roj
{o oet. tonar:vr-ufluerrrlalra3ofi:vniunrr:rrirrt'ry cJ=rfi}rfloonornlnSorrfruv{ (printer)
ya'cduoad

otaonourioryavt^uflunrrra-ulu;rJdrdny:orjnri rfrtdlruoiollflr-ifrtviurlutlprrr:yrl'ula'r#n
v 4t e -X! I U n : f, :.t u 0t :1't Ft ? u n I I T fl 19't n ? 1 [.] a ! I O { 1,1',] { :'t fl fl I : O { U

( o ) q-o u l r n ra ri t o n a r : fi r{J u e r u a-r ra 6 o fi l' : s eYu n r u rr"r riru a r t{ri x ra r nu _d! -'

(b ) q-fl r 5 ! ua v rirvu oi6 n r :fl o r riufi fi nr r :LrJ a o n fia o d r r rfi u r v,r o

(en) nr:tzuuut,ti ula'uuturlar virc,'r ra:'ovirnru rlortd'iuouilrnqrnfi'rufirurirurru9o
a vA a, e

1450 21,1tl1U LAl"ilO{



/ -\ "r :? Q a o r n l u n n pio { I o { r0 n a r : ri o u rirtrltdr r u\(s-/ Y 
u

. ict, v 4 d - ! o c.i,

' -' "i'rnluronar:firtlunxr:raL u:oll:vflLnxrilarrimarufroyronrrl,irrtlulunr:1{rru\C9./ yl t6'1 rubu|61 tJytbuLJflJ tJ.J6lu t,] lu&l;ytuflJ tlJ5'1 tr _u

tio t o. r.i"Ldtru:r^a':uirrtunr:0tta:-nurttnv:-r.-lrl^prtoLa0dor.ra?o{1:{ilurLraa:.rrdaUUU
- <A y vur:vd'la:rtolnfroe, uuavciolla?osry'iu3nr: urnrnnnl:fi[Urlru l0udrh]triluyrrfifrn nr:rzuuurniTou

trlt6'Yuoururm fflrirrufrorfiri':uiulunr:irfroro!rionxr].rrfiur,rruliu6'ruqq u

{o IEo. rTldrruriorrJorriu nuun :hrsrt{flrnlulni1r n?r}lnnfror uavnruv,rYorhiro{{oila!U!U

Ftaoaautonar: dor.riufrnrio4nnorrilrn0i uioar:auryrnrix l firdurrionr:rdrfirTnruqjflltlfifrnB
e e6t v ao da A a u q :

rio uto. r.ihir r u l^ a r,r BI n u t o r o : i il ?1 a v L fl u : n ur td.i'r u rrn v fl o r rYudo r a a r u r n a a rt t lu!l

ttiualn':: I:lvltrlraa:r16rr,\:v#rsr:rtorrifioorr qvl#nr:a#uauurLnvLnr:r,,,rriofryBeirtr!nna rraylritq
at y i q t y , l q u ev w y a

ouflr'rFrtuunnauu{1-lFrna tqulnr:avrrnmoqio}.ra?i?u!nnaloal:"iteiiroururmornrttdrrulrn:orn:o.r9u I I U I iu !
u il v q 

^!s d v aa 4 ,t0]]auu unt'luLufl:[u1,11:$,rrutllaailrnqfl:var?.]:11J o{nytoet natnt:n:rqaoutoila uSoaro?r!u
, il A v us d ' ' t^
1o::lauutnuxto{a![:'tv\urLrafiiltdan:va-{?.]:rtorrifio6,, fl.rT:rvrarr.lrnfi}lrdan:va-ra:rtolrifroeir

' &qruo y A o y ' Y'
orountpr-l'Lfirivfrr.lrirvn:?aao! vlnr:Fr:?oa0tl?otia[uaruutdprao0r?al loutlolorru,illtriti'tdlru! ! - !-- -

vir!
rio t *. ritLrfl oraio"Lrilru (Run) hJ:ttn:[.]l:vrn11 Peer-to-Peer (urru6r*{ ?^D^01:e-0

4 r q d i d . ay a i6
lFtsolJlunotl14'lLFt0:ttuur,rrft firirr,tun"h.[no:rfirunoi'lurniotrur,rntn6olrul.r^ouriuy:'ouvtrrfialriu

1,1urun?'r!?rurinvtoBorrixfiTl:urn::rr.16ol^urilldorauffl1{uo{ flr:e-oLLUUriri'.rlri'o'.ru'.r:a"Ld}J:un::r
U

v:'olrfl:rdola?o{Fro}.1lfr?rmoirer6or"Lorfit6'uryufiqvrlor'[dornrn:^orlSnr:iufirL (Fil.e Server) uyrriu)!
4 r , la

r,r5oh]:urn:rr,r':r^n'llrlfiLrlu:vonro'urriu utu r-r^mr,roir:uri (BitTorrent) ufluplu u{uuuriqylpiiuouruln9o
vv

arny?u1n14u? u{ru
9Vado'D
rlo to<. rir:rrtlnv:^otdlru (Run)TrJ:run:rooutari4al:vrny rvl*oenrrliuutal rru nr:pr

rarj.: fl r ryr a r lnr r{lu plu "Lu: 
v r.r'j r I rr a r rJ fr rj6 :rt a 

T :
,v
?o led. vuhifruvirnrdtolr,rilrurru fid'orm3urlri' u,lronr:u.lurnri riora donrtl :lnlt^r

!!
a 

^ 
a q d|a I d

r.l5odlo-u"lo ra:-r=d'nrctuv{onofrao::r.r n'rr}.rlr-unrrosr.J:vrytfl nflu}.lru lr$on:yvrlnonr:n^orol
s d - tA
L: iV\ U r! rA A1.] tfl Ail : v fi {?.1 5 llJ O{ Fl Ylorarl

9v
?o leb. r.rrlldfruvrflr.nrdtotuurur',u r*'onr::r:nru riot#rnnnrrtrfiuyru ra:^ohitunr:

lea^a'q-dtvrdd,ai
La:n5:x.l?0:Ja u:04{0uLnouutjunr:tnrronflvt:truttavdao::il uson:yyurLonr:notolL:lnurura

d u ri
A1.l tAAV\ : YA{?.1 l1%O { Fl 1T oarl

vvt0 b0r. r.nlhifruvflr.nrdtorT:rrnrar!raal.Jt6ail:va-{?rrrto{rifioe,i nfior-l:ylatriurrnr:rir

do tra. #rrn:vvirnr:lo ,1 ur,nr'onr:o-nrioqla tridrrvr{ludonrrr nrv\r LAu{ uiofrso'u"tn lu
tnSotra:vrLar:fiut1,1F1?o{1:.i1rur!raailr6an:v#r*:rrorriyrro.,,rlou16orrpr trirrqvriruio*nr:1n 1

flFllLl

do rrx. #u n : v vir a r ri! n1u vira r u u6ovir"[#:vr! a'] :au ry fl r o.ryil? u.r'rurlo wr u ory$n



,Jav
rirufi < nr:uiurt{nnr:fiuvriud (Assets Management)

do *o. qj"Lrirruriortriu"ilrtrJiuqudr-lg1^r-r-frnr:doqao^15nvr:orlnri (Data center urrufrr
!icv" & A a d d , d a u d ' .l a,

anrufifi"L'ffr{rv:-rfrnnrurr:o{no:.ry\r?rno:uridrulrnv/r,t6oorJn:rrir5yr:{nnr:rnBortru) firtlurrnrarl
I

ri'uln u u6 er r r o r{u urit6'Y! o u eu r n q r n rYn ura : v u l9 0 u!

rjo *r. ri'LdrrurlorkrjrqrJn:nir.r$ofruaru'[ooonqrnfiorrJfrrifrnr:rn6otrunoufurmoi

r{u urio v16'ir 0urur n c r n,ier ua :u!lJ9 U UU

flo *t . rffL"ffrueiortilrirrniotfio r,t:*oor.ln:nio*uier rt*orurirrnr3oriruryl'onr:!:vnoro:flq!qt

arur.]nna

do **. ri"tEirrurlort:^inYernonr.r6ovfra'rrurufirdoravr'l'frtauBrirnirnr:1{rru riouldir!U

ou eur rl uua v fldlrud'arh"itd yB o au uurfl rdo4 a t ar (6u hl'j r n :rfito 1

{o *a. nildrruplorvirarudorLarirrYru"Luorln:nia'ouiuvr*ndora rrflr{ora nouvr'ovriro-n!vuq!!

orln:nieirnrirr utav"Lduuntin"Lunr:arr,rBolfiuudorar.4''ruu{oravr'l^nrur{rriru"Luor.ln:crir{ryiro-nufirquuor
vti
tolrafloullavoururnl##6urirorln:niriutr]tdrrurio ufiarJorriuhJhi'r^nr:r{rfirdorar{rriruruavdorn! 1u ! 9 ! o u

'q 
j i , A& uu a ad o y a' u < u

ou"[unrrvflrta'urmonr:rdrfirTerurifirl:rfifrr,rBriulpiuuavrfrqr:fl]r?Dnr:1r'rnrurlo].rauuaou!11nfl0ila!U!U .,x
LLF]As!:vtfl1T O{U

{o rna. ri"Ldrru:r^rarirvrt6'osirzu^otornof;uy:-r,rdfiyrirarrulortflril{rrurafiounu*uilu
!

fruv:-v'rdtorni"Ldrruuor Tnur::or:runr:fruvr:hti (Rsset tists) firi'tdrrud'orirfrorol nr::-lv6o6u!U
duo'

Sulriuu qvflnljufrnrrauni'tafio!,,rnnYllprur{'rrarirfifirariru.l'tulou14uru
!i

do *u. nffhir r u olo rtll#(o' u 6 r a uvr fn d trir rlu n : ailo 1 r{u urri n r : 0r #utrifli n r : o qr-o
cl' v dv il I

L!UA 1UA nUIUO fl19:Q',] ny?UUl1,1U? U{',tU
v 4 o Aqv y u il d

"ilo enr/. n:[u11r{tuuonaetruvrtt{sruplornutaluav:-u2^ntor.lfruyir,rrritorr,rrirutruvr'tri:itU!

x.to1r143.nu

do ra. oi"trirrun^r.rrirvr'plortprldnrra'uyruk'irvr:-v,rdauriuqv%"r:fl y6oaruyrumrrrarir
! I !u v

u dA o !.'
vr iv,r u fr u vr r n n': r :r ufr u r.r r u #u r fr o q r n n r rlL | : v I r y r o I ffi r7l r u

!

d:vmu doriuvr'n{oga ?6U1A',rU

nTvfll19
qv { y ; "iLtflr:uu9l? u tft:0{14u11rnl t t0 nal:

F[ash Drive - hi'nr:vfrnrudoraru Flash Drive e]rlrlnn:6ru DOD dbbo.Lol.o MU4

fl o { fl : v 1,r r ? { n a rlu }.r a u :-o o rr i n r .u' r ufl u :t r n : or u n r : vir a r a {o l nln u

nr:ur'uuri'rdrro,6uro',*lrru 
d !

U

- tdiBnr:r4ry6ou prtri'rfi ur,rr a

uu'iu CD/DVD
qv J v i "itt n r :ULfl? U tn :0 {14UliT'lA 1 U t0 n A r I

dad

a]:flaan - "Ldnr:vira r u{or nlu orio 6a rin r}.1ilr n :fi ru DOD dtEbo.teM 1t0.t!d

n : v vr r ? { n n rTra r a r,r :-o o ul :^ n r fi r r{l u il r rr :i 1 u n r : vf r a r u do q aTn u n'r :
duv4

L"ti U 1-l 1,T 11 1l O 1.1 A tfl ].1 U A I U : 0 1-l
!

- ld'iBn r:v1ry6owll[ufi uur u



u ,il , da dqe6 v d , d
rlo enet. rf,1"ff.nut-frufr"["ffruvrinur[nvruu!fl'nfll]rilflfl1't l fivrrjrulruoYnrniutlflr,tl.fflru

I du I d a' q v t t & y 
^6) 

y\n v o a u 6[F]u}]?flQ!:va{ntil0fl'l:LlJ{rul]0{l4uturrutvrtuu vrrr:rLyzuLtrruilrduyriuruttaviyuualiduryt6rir.l9 ' U--
q 'O@ ^ ;

l trJ"hitln'rn:::rta^uurarrutritririrr,rupr u6ovirt#rfrnn':urfiuururroT:ryru'rLnna:.rrdqfl:v#rfl:rr

0{fltr4ore'/

v d o i^{o ao. n?ulLa^uvruln 1 vr'unnarnnlTaur}l^n tr.flfior{]un?'r}.r2^aaxuunnnTnuri'ldsruplor1U
, d !^ 3

51r'.r Fl?JO! 0l O n? 1il [A U Ul U 1,1 Ln n"iJU

eirufi c nlin?unlJnr:rrirfirrntodru (Network Access Contro[)I
v9y4
ti0 dor. ill0)Ifl l:A?!nXl fl l: Llll-00 n UO{n?lJ nlt:yllU tFtTOt'tU

/ \,'^ Y o

\c),,J a 0 n o a r fl uu? u { r un l uuo nll n n1-J Fl o{ r l nr : a rriufr n do rya a rtuarln uTufr n n Tr fi
:vllfluionar: " l-ufinnr:rdroonfio{ Server"

(r.o) (Erra:vurr olorm:raao!nx'rr.r0nriorrorrioraluarou-uyr'n rrrur,,,loirnr:ro! ! u - -t- -''- -i'

oururrt rdroonfi'o{n?!n}.J:ylJ! rnr*otir u r{lur.l:ysiry a t60trlu 9 - I

do atr. rj"Ldlruovrfruoiotnorrfr':urroi orJn:ni:rrutrornori'rrrriornorvl^?rproi:uuuu - - n- -----

rei o d r a r o r u ilr u r r u rlo rtd'iu o u ru r n o r n fi'r vrfir yilr u r r u
9U

V 6ei n ; ^ d{o <en. n1:loou,turnldlruv,fuv^ Web Server fr olnrluu ou (Sub Domain Name) fi
v o u 4 , t I q t^uurulruflDiotolou qvrr'orvfrufifroroouryrnriori'rurirrari?u{1u rravqyrtorL:rfrnn-lhJ:run:tlor "1

!,
lr ri r zu a n : v vr r ri o n r : n : y vir r o.r : y u r-r rua v fftdr r u d u 1

y y-^.^161_^, -9- I v ^ 
y : ^ d o q ,fio aa. fufflnn:vvirnr:tnfrouuru dorm'rrfirr6lr,r5ovfrnr:"Ln 1 rioqrJn:nieirunars tpiurri

qrJn:aid'nr*,uv1{ (Router) or.Jn:njn:voraei'ryryrrudo4n (Switch) qrJn:niyilr*olrioril:vr.llun:^orru

v a-nln utritei:-l o u ru r n o r n rio ua : y I l9 U UU
9Yyy44,.{'
do aa. riotua:vll n'o':nrrnrnr:t?rfl{:vlJUtn:o?'tu tl,^'lou:y't:efrfll::y1.luLn6odrut6'u! I

o d r u^rl : v fr yBn r v'r ni ri otrl fi

(o) ploldrrYnavrdnr:ldrrrt*'r^',unrri"Ldrrutr.[aur:nl{.rrure1,!'ry:y1]rLn6otrufi
t!

qvu , Y'
LO:U0Ufll'lFlL1,T'lUuqo

(to ) r1o r sir n-o r#u y x n r : r{r fl r : y I r.l I erB o ri r u fi r^ n r :ldr r u i r l riu
(*) elotsirrinnr:ldr#uvrrtruunsotruqrnrnBornorrfrrrnofltJu-,run3ornorrfrrrnoiuni

, ai q q yq v q v y J ,

t r u ir,rr o"tri"lr,iff Lri r r u a r r r : n'triud'uy x 6 u 1 Lfr

(<) :vulrnio'Jru#rvrotorvilrurrufi:r'nr:rdrlriotrJu-s:vr.lrrrriotjru6u l nruuon
t y 4' , til

Iturulrun'ollflotnozuruorJn:air]orri'unr:rn:n:tlyr'lolo{}l'Fr?'u.lat}.tr:alunr:n:r0,fr'lTr]:rrn::t
911

r]:varriir u (Ma lwa re) rir a

(u) nr:rdr4:vrrun:^otrunrulurau?u{ru Tnuzurulrr.r:vrrouryroirrirlsiri{lu01orfi

nr:alriulTnrdr"Ldtru (Login)Iouttanrm-rnurirat*'or,iLdlru rrnyriolfinr:flaedduu-um-lmu!U

AuthenLication) pirunr:ld:ri'ar.iru rfion:roaor.lerrunnolorrorri'trirrurirrrn^Yo
!!1



(err) fiolr]otniufrlr.flr,rriru{'rLJrtlr.donrirttornoarrr:nlorrfiu lP Address nru"lurol
41 6)r

:v!1] tFr:01't unl L L1t?0{vlu't u{'tu

(a) fiolq-prl,itutzuuzu-r:vt.rr:tnrBotiru (Network Diagram) firfi:runvrduflufiu?fi!rollr?fl

tor:vrrtn6otranru"LuunvtnBorirunrurtofl ruavqln:nirix.1 lnriorvr'rrJ:-ulqri#rflurloquiuoq]raro

(x) nr ::vu or.J n:niuurnBotir u

v d cl u a a' r d t u,- r.rnLLa:v!ul.rnriLn!u[ullflr:1]orllornorn6otru teirrri :rufioriro'hirinr:U! U !
a"d

:r u nu roun rn:o{noillfr ? rn oifi rotdlinr: I P Address irn vanrufi fr nd'l
, "i 

. a, t q vv- o u n : ru vr u tn tll oil m o q vtpi;-u 143.r r u ra r l P Address or rr fi riryr o1n u #o rra9 !u
4r:vulltn:0tlu

vy
- r.r a ua : s u u m o r q r nlfl ,itds r u y^ a r l.i r r fl rfl ririo I n : critri!U U J

d , rja 4' 
' 

d r y d- n:il0Lifl:[u1,13.]nr:tto].1gt0a1nLn10t'tut'tu1ton Ft0,1t1flI::ulJ14].tIutat99

t dt v A 4 r o xr d q r

or.Jn:rurrar].r1: n r?lr Lfrorrionil rn5otr unr u'Luleir,r6otriar:rr:o ufiouriat6',u

- orln:criuniotirurlorauri0F'l:'laa0! lP Addressro.ryt-trluuxriaylaruyrlt6'

- n r : rdrtdr u o il n : nil u urB o ri r u rlo l vir n r : rfr a o rirTr n uvr n n Yl fildo rl n : aituql

( o o ) rir u u n : v a v tr a r ri"Ldr r u fi o dtu : v r r rn:* o d r ulfi'o o n o r n : v l u rni o ti r u rfi o r{u'i r sU!
qv cZ,

al fl fl r5 LI{1utl-lu L? a lulu
Y Y , a ! 

^ 
d rr{o au. Ll0tta:vlu rto{lJ:1rr:a,;un}.Jrn:o{ao}ln?rnoirr:"itjru (Server) iuavilfrnEloutunlTu! 1

ad

fluaruuunout'lrtno:ttridru (Server)'[unr:rit,tunrifilt vrioulfiuuurlaleirrirl 1 tolror,,,lo{uri:yul

(Systems Software)
uu
?o d6,r. nr:frnBilr,riorJ:-rrJ:rqor,,'lairutirol:yullruploll^fl1:?oou:.1-n^qrn,intua:yll'1r,1I I U!

fil0Ft{ fl0ufntuufll:
Yuciv
{o <4. nr:q-otfilrio}.rnairQ:vrrrnorvl^rrnoi (Log) nfiolr.ifloryaai're:1,11{norrr,'r^rroroi fi
v4

nlrlrlnot'o.lLLava1lr:nivufl*ta-?!noatpimrrt[u']yn{ v\.r.u.':rrirunr:n:yl,irnrrln^nrnoat#u
!!c

ad

Fr0:.11 ?!0lOt v,{.f1. bdbo
v o 6ry 4 r d' A d
110 dd. nluLFl].J'lFlTnl:Pr?!nunl:LlJ{lu:vllutn:01'tuttautfl:0{pt0illt?tfl0:ttt]?rEl

\s)yt4'-(Server) olnzu-Ltitrufl'tuuorvu'lu.11u ufron ttafnrglFr?rlrlnoan ario.r:vlr.l rtls.tttu'lyt't.tlflffr
vu r U ,j

0{rl0 Llu

(o) lnnaqrnvururrunruuonvr^plo{nr:ar,rdlunr:rdrhirru:vrrinio.rirurLayLn6o{'-,, -9

noltfrrtnoiruririru (Server) rorurirurruqv0lor?iri$olrooururmr{Juarudnrgnidnu: rrfiorooururn9u jc/
vv

a1flu?14U114U'l U{l1l

(r,) fi n r : nrr ql.u osvr x ( Po rt) fihTtu n r : udr ei :yl r.l o u r I io q:r

(r) i6nr:1n 1 fiaur:ntdr{dorya ri6o:vudorya16'arn:vavtnafrortri:-r:nr:oururn
o) \D

arflu?141ri14u'r u{ru

(a) nr:udra:v!1rQrfl:vuvtna e.Tlrirrurlorrran.rudnoru:v1]r14ptzuayiorrrrlsirufl,.:1uuudr91

nr:,ol"r rfiurru fiulnir alruodrl rfiulv'ro



(c) nr : ldr ri:vu r rn5odr u n r ulu ura v :u 1r! a r ifi u ry nluvrilr u{'r l.JQ r n TU u utna fior fr n r :
U

arl-urfrnrdrtdrru (Login)louuaorpr-rmuriradopiidrru uavoi'or:lnr:fia,qrjduu-uor-roruUU

rrThilruriourn.ioUU9
e o y v 4 r t dt iJ 4 r t v
uo Cdo. .llllLFltll:1J0inUtA:01'lUttflvA!n5ilF)1{ 11,1t1J0:.lFl0flU:UUUtn:Ot'lU0U'l{lJfltQl.J

tuavptolvrvrrunr:riruuorit Parameter rir.r 1 rdu tr Address odrsrjouflav o nis uonolnfi

nr:rirnunlu6'ltr,rioul6uutu]arrir Parameter rlorrr{'wnnafiufiurdollri'Ylvr:ruvrnnYr
9!

v 4 ' & -ia J 'u ,- d , J ' y
?0 do. :vuutnT0?'rull{1,1}.tPt11x.rfl1ttlj0}.rFr0 L!u'txuuutn:0?lu0u I rlruu0nuu?u.irua0{

a' , d4 u 4 I r q o

rfro:rnozuruo.rln:rurlo{nunr:!.n:nySoLrJ:uln::r"Lun1:yi'r Packet Fil.tering rtu nr:tritv,liroaii199

(Firewal'l.) r,16oarinutridu 1 :?]rfi'{6'o{fin'r'rxra1ln:crlunr:n:rqd'r}l-au?i (Malware) dru
I

rio ato. lP Address rJo{:vlr!{rurn6orrsnraluo'rrf,uoioru'nr:florn-unlriuuruvru
! 4' I d q v A d, u v q o e vv A -fl'luuoflvlL%oilnoal:.J't;0:.t0.1t14u10 tl\0tLJun15!0{fiuL:.Jt14unnnflluuoflal].l'15fl??oryaLnuxnu

In:rafir"ro{:vlrLi ra6a{r ulffo ul'r u
v qy A 4 r

rlo aen. nr:"[{tnior:t^orirr | (Too[s) rfionr:pr:rqao!ivr]!rniorjrrplorl6'Yr.lnr:oUlinaln
q

rin ua:vur un vdrn-o nr:ldsru uaury rvirfidr uflu

riru{nt u nlrn?uqilnr:rcirfit:vuurJfi^rifinr: (Operating System Access Control.)

{o aa. rinuta:vrr.l plorriruunnl;a{yvL!^uurnara:'turirosr.rilrurru lunr:'[d{runr}Ju! 9

o d, Y Y - ^ ^ d qv , 4
nrrilsirttlu;?1.rfi{{uFrour-Jfrrifre{rrairnr:unrfinfryBnr:"1{rrurrrr n'r:aroon u5on1:ur.Jfiuurirru,rril

rrun r ulur,rri? u{rL u{lu6'u

'iio aa. rirraunrYumounr:|fr l-fr ufi or{rldrru
(. ) ffLdu u rlo r rir u u o : r.i'a ri r utu n r :"Ldr r u rn3 o r n o u ri r ur o ifr Yu fi e r o !
(Lr) rfldruplorBirrirnr:ldrruTrl:urn:r.r6ruolJl4#rqo (Screen Saver) u,nr'ovirnr:6on

v i v ,a qv - ."' A u
vfiroonruufiohJfinr:'l'frrru vr#rqrnriuufiorlornr:"Ldrru ffidrrurlortri:ra-ariru (Password) rfiordrld

U

.ilu

( * ) ri o u n r : rdrl{: v u u rl fr rifr n r : r1o r vir n r : a I uiufr n rdrhil r u ( L o g I n ) 1 n 

^ 
;*

(a) rfldlrurlorhoriryrntri'(oou1dt'ory"tdrru (Username) urav:ri'ariru (Password)

rororulunr: rdr"t.iirru rnior norril un oit osuilr urruir:r rYu

(a) ry}irrurlorvirnr:arfufinoon (Logout) vr-ufirfiarFntdrrur,r:^otrioqlfir.rriroortJu

t?a1u'tu

(u) firltrtlor,rSo"Ldrru}l:utn:rrl:vtnv Peer-to-Peer raioh]:rrn:rly^fin?rlrfiur r{u

urrio vkiir ourur n o r n rio rra : u!1J
I U U!

(erl) qlor,,ls{urrifiI:wururnail16qfl:v#rer:rt ocrifio6,r1d fiarfrvrBritdrruaur:aro'[ri
U

q u v A o cl' v \ @ v@ 9) Z o , e , r dA o jq ,a^ ^ j
{lutaflr:.tl,lurrotttrotrtlu Lravur}.rL}.rLur.rL%{ruynnr:momrvr5oLtrruroylnrrr5ouLovrLrnn"Lrdylouln

Fl : ? o 1 r 1r fi o'i r ril u n r u fr n rirrr u n n a fr"Ldr r u i'r fr n r o r.l uri nfi u r rirfi u'r9!!



(a) qlov,lpirrrifil:lt,rurrrnartdrn:v#rs:rt o{riyrro6,,i o-prun:'ultflri'ri"l"flrru n'or{]u
lJ

; " d v ^qequ Y '

frrsirrtlu #rrLfr"L#ff1'&{ruvllnr:non{ noernou 116uu*lar uritt y6or,irr{rrur ufiorirtrlldrufio'u
U

(x) riurldr,rirarn:lnrJ:runyyr'rflurarl:rnurrraailrdqvl:y#ra:rr orrifioari ufio
,tdY

L15V LUIJUUr{fl't5Ptl

(.o) liurildtruu"rtauodoravr'frnnflu[.]'ru avul^n6rfryoirapr.rrionru:r-Jnrr,nrtri! u d - tu '-

[14lJrvau r,r6oriorioo^ao::ri n:aifr"lr7qIuaYxr5IrvlIuurnio,rirunoIrfrrrnoi
!

(oo) firlri'Ldrrutowtu?u'rru nrrnrnorrfrrrnoir,r:^o:uLUa'l:autyfln1uuon lnu!q

triteiir o u ru r n o r n li'r u #tr ri': a r r uqo

do au. nliivLl!!avu*uu-uFr-?nutorai'tdsru (User ldentrfication and Authentication)

rirvunl#ri"ldrruuaorrm-rprud'rut'ori"Ldrru uavplorfinr:fiaoridu#um-rmud'runr:"[d:r,r-azuru rfio! u t-

n T? a aou n? rll o n riorr o r fftdsru ri ouy n n irUUq
v
{o a6,r. nr:ldlruTl:ttn:rrl:vrnru,fr6o^ (Use of System Utilities) plolo'rn-nrrnyF,]?!nil

1

nr:"Ldlru Tl:run:lafrfrn'r{ruiu}l:un:rnorfrr rnoifie{rdru rfiorornnr:1{rruTrl:un:rufrafilxrfrpr! u -U -

arlr:crvfr"L#ff1{u6nrfiullrn:nr:rJorriuvrx6'runrufiunrlnoofiutor:yutri ufioflolriunr:avrfro!
d d .j 

"i , - Aq v o q v a ja t y q u o ^ - 37:0ua n ta u{il1 rl5fl 'l5Fr? r}.lilun{!a onn eJvr Lo nruun Lf ySovr:toq uudr Lurlr tuunr: nlu
( o ) n r :ldl r uh : un :r u r? a^ 6 plo rkifr n r : o u flfr q r n riq ua : y r u urn y 6'o r fi n r : fr a r riu q uu - d - -

4u
u u u u fl ? n u a r u : u n r : ldrhlkir r ull : ur n : l u r? fr d ufi o sir n-o ru a y n'r u n r n r :"Ldr r uU9

(ur ) Il : u n : :r u fr a ffi rir :r rtdlr u fro rh-i a y rfr o fr r fr y B
U

( * ) rlo r d'n u ff rll : u n : r u ri fr n' o o n o r n cJ o rl g{ rur i6{r y Yu : y r r r r u
U

( <) fi n r : sir a-fl a y S rYfi tri';u o u ru r n"lri'Ldm uh] : uu n : r a ri a mju 9u {, -

(a) ololunla^nv5oar,frrh]:un:rufinfl3ruavcJov,lg{rrrifirfiardo.:rYr:vrrrrufihil^nrr:r

rirrtutunr:tdrru :uri'rfrorr]orriulrlr.i'rTlrirruaur:nu"ilrfirr.a6otdrruTrJ:irn:rumAn^16'
!!

ilo aa. nr:rirvrlnurarldrru:yluatTaur?lfl (Session Time-out)

(o) rirvuol#:vrrar:autvofinr:n-orravuilaL?arnr:tqiru rn*ofinr:'irrr{uornnr:1{

lru tilurrar oo urfit{luoartriou rlorqfrnr:tdrru:vulal:auLytrl (Session Tir-ne-out) tfu

cio ax. nr:qirn-0:vur,ro',n.tr,drrrio:vrrar:fiuru6 (Limitation of Connection Time)

,d'vd<.
eiruvr ov n1:Fr?unlJnr:rqirfi.:TtJ:urn:uil:vsnoiraEouuorJuHundurrasal:durytFt (Apptication and

lnformation Access Controt)

{a uo. (quua:vlr plorrirvuonr:aruvrfiuuq]ldrrutr,rl lunr:lci{lurr1}.rFr'rrlr'ruflu

:rlfilriurtou!;-u-m^rirr,rfrnr:anuanfrlrBnr:ldrru rtu ntialoony:'onr:rla*aurirruuilllrunru'[u
urirarru r{lurlu

do u.. rintta:vrl olorrirr,ruofrrdnr:ldrru:vuruynTuTaOar:aurvrrrvr'r{rnYru rru :yulUU

no:rtfrrumoihJ:rrn:rl:vqnr{ (npplication) aoylnuo^16nvr:orinri(E-Mait') :yllun6ortruliara
(Wiretess LAN) :vtuoulvtoiurim (lnternet) u{luelu Teruolart#frr8,**',*n',:rJflfnlruiuyfiryr' uny



fiorldfrnrr:rtfiu'tlo!qrnri'rvrirvrirurrul{lunrua-nrcflio-nu::rrvr'rpiorur.lyrufrr,rdoinam oux
j

fi].]1ta]]0

rio ut . (qrua:vrr plorri'ruupr:vuvrrar"Lunr:rflorrio:v1ru61'r:aur?'ro filffLunr:r-Jflriorru!U

:vu!ariauturtmrr r rflori"tdrruhrn^nr:1d{rururJ!41:aur11fi rfru oo urrT:vuuqvupr^nr:'Ldrrur!l-

fldrruolorvfrnr:nr:arfufinudrt{rru (Login) riouudr:yr.lr.lar:auu,rrro'noYl
Y Y y a - ^ d qy - t, ,X
?0 ben. ft0[La:uul] n0{L:141:Qftfl't:firDnr: LlJ{'tu:u!uttnv:ua0i'tu10.1unalfl:ft{tr]0 Llu!u q

(o) riruurrnr:uJfiuu*rJaruLavnr:unrAn:fi'ar.nu (Password) uflofftdlru:uuLnr0on
4 Y d a a,

14:01 Jua1nr]1Ln4u{ 14:0un tnnfl 't: Lt{ru

(t ) rirrvuorlr.fri1"fflrutrir]uvr*nuiotfir:y-ariru (Password)tflu:vlr.lnolrfrrumoilu

:l uru u fi h-iteifl o r riu n r : udr fr r

( * ) rir r,r u o fi o fr'tdr r u r.16 o : ri'a ri"Ldr r u 6'o riri ch rYu!U
, \oi dd o cir v qwo {o u qv .ja- A wetal uun:ru:torrrrirttlurio{L#frrB1fruouriuflrirufififrvrB4rqer rttdrruuluqveloltpi;rl

n'lrrt#utoltuavouflfrqrnu-ru#rvilrurru Touflnr:riruu0ivuvL?arnr:"[rirruuav:ySrnr:ldrru
- a ei e u r 4 e o r d " ^ X^ Aq v- t y

r4uvr*uilor,lu:vuv!laro{nar'r14:01,\ttarnnrrr14u.1 rravtnl:nluunfrvrBrfruorgrild'iu'irrrirfiltd'fir:yniltor

trflrir s ua v fr o r rir y u n1#: li'a rTldr r u ri r r q r n : r,r-a ri'tdr r u m r r rJ n fr!!
YVV^vy4y
{o ua. (0tta:vlu no{1.r:lir:44fl1:nr:t?r6r{1ro}.JnrllrJrJ:vunyrEiun'lt:.La-llunrrr]?1lfr].ru ! ! - - '- 4-'

v4vt'
nr:t'[rnl"[ouautrLavl:vtfly]rlYunxrilnirvr-rnr:urirfrr1nart:qtavnr:tdrfi.:zuru:vlr.lrru:':ln*li6nr:

U

vir a r u do I a ruri a v tJ : y rn u rYu n r tr an d'r ri otl d
U

(o) rlotnrunlnr:tdrfrsdo:,Laturiavl:vlnvrriunrrra-ryrvsnr:rdrfirToruni{Lrau fl1:l!

t%1fl{zulu:vuLl{'tu

(tr) piolrirr.luo:'ru%^otri'Lrftru (Username) ttav:vr"'azuru (Password) nnr'otr]"[unr:
U

pr :r q a o u frr m u o3 r r o r ril{r r udo r a tu urria y du nr u dr: t o r rio r au!!

(*) rirrauo:vuvL?nrflr:"Ldrruttnv:v(rnr:ldrruvriufirfror(u:yuynnrn'rneir':

(a) n r : :-r ei r do 
ry 

n e{r rYry zu r u : v w ur6 o rj r u a r o r : ru v n r :triflu n r : rdr :ri'a
, Aa,(Encryption) firtlulrn:oluarna rru SSL, VpN r,r5o XML Encryption rflurlu

(a) riruunnr:tlaruu:fiariru (Password) mu:vuvrrarfirirraunro.l:vpYunrr:te{rn-ru
I

10{?0il4

(t )riruuprurn:nr:flnurnrrr:iunrlaoon-erro.rdorn'tun:nir,r'rirfruyr:-rnrdoonuon

urirulru rtiu drxinur m:'rodolr 1#rirrfiunr:r{r:orunvardo:ra firfiroutu#ofufinriou r{luoiu1 ! {1 ' '- --'_

(o,i) Blol r{r : o t {o il a tta v : v u 1r tLa v il n a o r n r : rin^u'rio il a uta v : v r r o u r r artr rar o ln u!u!

".joori'r uu o n r r r fr 
"Lu 

n r : rir rfr ur r u o u r r rin rq ulu uria y : y u u

(a)t:"irfir:doryar{rrirytororrinr:t{r:uqr-Jn:efirurlrlnny'rr r{uuriflnrr:rsitflu
(x) nr:tna'outiradornfrfiriunrrrei'r frorn:vvirlourrrnayr'udrror:ylru{ruLLayv9

Q : n : : r rir y u n rua v q y elo r vir a r s {o u a eir n ri r r vriu fi rfi oh-i fi n r :t{q r u ru#ri!



{o uc, n r :l'frr r u qrl n : njn o ru fr r un o iua y d o a r : rn a' o u fi rfro r U 
fr 

fn r,r-t n otr.t ti
/ \ ,- v . r di o q ,5) e(o,t filllafi0lnrrlniotLtolnoltfirtnoi utavqrJn:rurZovrirhJ"trilru'irotj'luantnry,riol

tdrruu6 otri ua v n r? a a 0rTl : un :ur n : oru'ir n n rlo.r m ua rfr yd

(to) :vtio:virtll#u..ai',ournrirorn{oilaqrnno:rrfrrrmoifidltil1.ff16'riururido:rafiq ! v-
\vd td, olu
LO).1flr:ttJtrttl :t!Lnf :y? L!

(rn) t:r'ottronrrilsirr{JuriorkiqrJn:ninorrfrrrnoi*ava'oar:rn6oufirudr hi'Br:irrirdu
v y i.j- ^

ta r ilL11,1 yt :11,.t fttl 0u ytuyl

(a) rd'rvrirri(:-uzuotor"tunr:irduplorn:roaouanrr,!pr?'lrr,rfortrirrurororJn:nj!-l
^ d ! J !!- < y

o0].]14x rn0: tta yfi0al:tnn 01-Jyt7t:llFtuFl? u

(a) vrnrl:rnfl'r'rn?'rl.rra^ayruriun^p,r*ur^furfroqrnnrr:Ll:yrrrou'rriruLr:.r?o{

fr'rjrtll.ff dirjrl1l"fr fro r :n fr n r o u ri o n r u ra' u n r u fi r fr o r-uVU

r i a v t6 r q q d q u <riruvt a nr:uBur:o'qnr:,ilo?'lgittafrravfrrfryBrravnr:rJotrYuTrJ:rrn:utrirj:ya.:rin- (Soft*are

Licensing and intetlectuaI property and Preventing Matware)

do uu. 1: l u u rl r a al rd q fl :v #ra :r t o r r{fi o,o teTlr.lnr u r{r riry n o rio r vr in dfr uvr x rl ry ry r
y--il....._.r" ri t qestv 4 j , da ^ 

jrae qy qy y A
Pl.1uutl01^lfilt[?l,1,114u1u {lu0uryr rt Lu Lrll ruuSovruur urrundr duorl Ltl lufiril']:itlJo"Lrisru'10'fl r:rr,rrirrZ

nrr:rsirrflu uavri'ruhi"Lr.ftitdrruvfrnr:n'ornryio"[drrucJoilo{rurio*ulorfitilfin^raudr,r1nfin'']TFrr'raaotl

nlnrufrnoruavtfroAtfrr,rdfrodru{tunrr:rfroeirurlerna rTldrruovfror:nfroroururiufiur#ro^urcuu
v t 6 d ,^ - a' , l yu d 41r r9a y d d, ; 

" 
cz, t

110 beJ. cJ0vlFlLt'l: (Soltware) 1,11ru?u{rutqa0uniux.lti tyt Lilru norllua-lqirrflurLon.l:

vfrlru #r:r:th.{ofld{luvirnrr0oaflo! llnruurular uritr r,rSovirrr'rrulfiorirtrlldrruvr'o*u 1 unu{r
\vv v v r 4 vAqv- ia^ {o ^ ^ A
L0 : u n 1 : 0 u LU 1 n Q 1 n U ? U U'l 14 U ? U { I U 14 : O zu Vt Lfl 5U 0 U 14 }] r U yt= tJ A U O"LU n r d Vr Blu -!

v
rto ua. !::0rdoila tr,,ki tornlo{riri uBofrlduto fild';uqrnffLdlrudurloltri:-lnr:n:?aao!u ' --- 'd

tr ia er o rL ri r r n o i * a v}] : u n : :rtil l : v a r ri6 ri o u rir r r'lrir r u r,ri o r fi r riu fi n r,r n n Yr

do ux. ri"tdlrurlorvirnr:r.l:-rtlqrrioqa a'rr,r:-!m:rqaor'llrayrJfr.ll:r:yr.lr.lrJfrrim^nr:!

( U pd a te Pa tc h ) t#Lr.r :^i ra I o ufi o rtl u n r : rJ o I riu n.: r :r rfr u y r u fi o r q r fi fl du

flo nro. rffLdlruriolr,nr-r:vr-rtr:-atuav1rl:iun:rtrirl:varrin'aaoo[?ar:'lryrtrrflol,,rua:rfrnr..]nfr
U

rTldrruBlor u{r u,rn uririo LLaiy!1rU 9 UU
. A _ .rnl .y , i 6 da q u @ y w 4 , A , JlJ0 r/or. tl.J0tJ tlj{'luv\1i'l'ltF}?0{nolvt'rumo:rln t?54 hltttrunor LlttolnoinSosnoilfirtFlo:

y t 4 I y u ty
tllI61 LFI:0?1U tta y n 0{ tLQ.l ttfl il o tta :v!1lu !! -' -

D'
rio e,rrtE. #tLa-naor:virdruur nJfiuuular oud* fiudr4a {onru ronar: u:'ofrrlo 1 firflu

6 t a y! s u rr1 ,u v v
a u11 Tr,^1 u lJ 0 { r4u? u { I u 1r : o 11 0 { zu o u Lo u Ll LFr fl o u ry r m a r n vrr u u r vr ur u I r u

do *,rrn. riuvirnr:tzuutturitrYanorrnrrrnoi fiarrri y6oh]:rrn:lo'un:ra'to 1 fiorodol#ufrn
d ra v d , 

^ 
d 'rrlutfruvrulr(fruu:-rnruzolurirurru frvrBfiovr,lizuurTl:run:luSoariorrrflfl l aril1:0ri'rrfrunr:tei

urrirlo stilrir uiu n r : d's fi



(o) nTmrurl!:un:ru5oarierulfln 1r,r'ovvfrnrunatnfnurntrlr.Jnonrniutr,.,ll'ulyTl

nr:n:vvirlua-nrgruvt{luar:uorld:v-azuru nr:#naolvirr{rrur{oraunnaduvriounv:r,i'azurulr0.:

!nan0L

(te) l\Yeuurll:un:rn6oarinurriln 1 firvirt#rfldrrul^frr,rdruavrirpi'rnrtrr{rri6}'Lunr:

n : o! n r0{?riyr u r n ::vur.lr r n n'ir ri"trir rudu
!

(*) rnrTerurT!:urn:r"Lp,lr'ovvir#hm-rTrl:run:ruiour.kn-rLJ:rrn:rtrlrYrTtl:un:ro'u lu
dudqd

a nuilv tljutfru? flu14u0u14:0 L?:an0].lv!? tn0:

(a) r,'r-mrurTl:tun:rvioarierruri"[n 1 ll'ov,,,iraru:v!!q'rn-pra^vrSnr:"Ld (License)

qror,nloirrri

(a) rirrauodornvt'zuprntillnu avrfrnfrtfrvduanrdon'ru :r]nrnl:Jryrrvar ra3or-n! d t-- ----

riofiao::rrJ:vu,nrfiduo'rtrrar!:vnrotvru n:fififfidrruairruiuuuaruun6otirunalrfr'rrnoi

do ml<. nr:v,tiolurtor,nlsirurflour,nirurrunrauon (Outsourced Software Development)

(o) o-nt#rinr:ntunrTo:rnr:lriruurqror,nloiru'lilqupiYl,ilxt#r3flrre'rflnrEruon

(b) rfrqr:mrrq'j',t.rrrrflu{fiavrBluy:-ndfrun',o,1ryry',r{',riucroiaTrin"Lunr:r,nrTolur

qrov'loiur flo a riir.l6'rrt#rinr:ornnr uuon
U

( * ) fr' q r : ru r rir r,t u n ti o r n r : a s r u a^ 
y dr' o r r r r r a o u d'r u nr ru n l l\ rr a y n l 1 ].r n n rlo r r o rq!

crov,lgiurifiqvil'nr:rnTqrurTflu,i'[#!3nr:nluuon Tnu:vuli'lu#rurur6'xfivirrYrfflr,Ir3n',rn',orrn#,!!u

(<) lrin'nr:fl:rqaouh:un:rtrrJ:sarri6 tuclov,Joiruriorrr 1 riqvvirnr:fir,nrrnou
^ v.,

o'r l1-JlJ fl',]: FrfrFr{

(a) va-rornnr:eir:tornr:r,nrirrrurtolnlurriornr,rriru.irrtflruuon uilrurrurlosrirrflunr:
,i

tuau1J:14fir.r1unr{ I
(u) rfirrrimrur:vuuarnflluuon (outsource) rloraruulu#r:irUrtriut]ouzuudoln (Non

Disclosure Agreement) riourirrfl unr:
(o) (lt'nrur:vuu0lnfl'ruuon (outsource) olosa^orJilrifrnrlururuluura rrayrru?

lfrrifrlunr:inrcrnrrulYunrrJaonfiurirLar:fiun1fl rorl:,:r,rurrraar16ov,r:y#{fl:rr orrifionr

r d raqa o u
6l?uvi 6( n1rUfl U6't1u01nR1uuo ndrun.tru (Teteworkin g)

Y Y ad, d t

tto e.rla. pioll^nr:m:roaorrrqr.Jn:njvr^trJutorarum-rcl'r"Lrj"tunr:rrirfrl:yr.lltvto1ulaE

alrauttlr'1lJol?trir u{tuqr n:v u v'Lna:r*nr:rJorniutt ia rra v nr:"Ldlrutv,lir onrimufirarir ulrurirlruo

do o,ru. ololfinr:d'otstiulo"tln:ajr{rr,r:-rnr:rJfrlTsruorn:vuvtna nr:o-oifildoqr,a uav14u
, r! u6 vil

qrJ n:aifi oar:lft#frufld rruqr n :va vlna

do o,rnr. ri'Ldlrunrn:vuvtnaunou plorzurunr:liaorjpi'rnuriounr:ldsru ,*'o!1^tr.r',u!tu

I a o o n-a ui u :ri a r.i r u r.ri o To' n r : rtr : r.Ia ufl u elu



do nia. terouryrntrffldruorln:niv'rtlurorarun-'rru'ouirfrr:vrrrrnluln0ar:aururtrior

ltilrulruqrn:vuvtna rarnqln:nioinarrtriorlnralolnr:ar!n:.iflrl.ruTurranrrrflunrrJaoori'uro.:

urirsrru
ev-al,1.&vy
10 erd. no{nlvufilJuF]?O{{ru tt-rLltnr:vlrrru dunrrlii'l.uottiota :yLll{lut[avl5nr:

' .j q 
' 

q e ,a ua q
rt r{ I I 0{ 1rL? u.t luyt ouru I fl Lra y Lil 0 l_J ru r fl LurJ fl I n I r uo r n :y u y Ln a

riruvt' oo n15n?uqlJnr:l{rfit:vuurnrEotirulfaru (Wiretess LAN Access Controt)
,v,
rlo ao. rio iua:sltt oiolnruqr#ryryrrurLorqrJn:nin:voru#ryryrruuruutiaru (Access

. q v;' u

P o i n t ) 
"lri'frtr,r 

a o o n u o n vlou fi h7r r u : v u I r ni o ri r utYa r u rio u fi a o
vvyo! 

1

{o *o. (4ua:vlr: riorvirnr:uja"uurir SStD (Service Set tdentifier) fiqnrirrauer{lueir

rirrlu (Defau[t) rrrrnrizufrnr,riufifirjrqrJn:,nin:vora#rpryrruurrtiarrr (Access point) :l"trirru
{o air. riq rra : v l l plo rhicl o v,l 0{ urr irai o or in ur in : r o a o u nr r r flu n r il a o n d'a r o { : y u u!

d , \, A ", * ' Y

tnso?ru'Lfaruutfonoanr?eaotlrLavrlTufinrvrrlnr:nifirirar#urant-u"[u:yurunio.rirutYara ruavlun:ni
fior:rqaoLillnr:'Ld.:ru:vuruniotrutfarurizu^nrlnn^ t#EinrLnry!u:'ru{rurioli'?lrrjrrarjrurruvr:.rlJU!

1,tuvr

do ar. rYqtta:vll plornrunrprurahJt#unnaraiouilrurrunruuonfitrjleiiuoururn"Ldrru
UU i' ! ---- -9 o 

, -

:vru rnriotiratiar u"[unr:rdra:vrr rniotir u rrn y:y1.]!ariaury on r u"luurir urru
do aa. ryldlruvt'rlolnr:tdrfir:vr...rrn6otraliarsrorl:,il^rur!rnfir16on:ya-rer:rt orrifi

voduy
os., qvfl'orvirnr:alvvtfluunnrfqrua:vruuavrlortd'iurfior:ruro!rUrrtarnri'rrarirraururruourrrf]u

v dv
aruanlgfu0nu:

daud r r n1:n?uqsJnT :t'ri.:ruqrJn:nifl or riu rnBoc.ir u (Firewa Lt controt)
v t d --e--36t ^ Y P,?0 cid. 14u?U.l1ul.ll4urnLunr:l51tr:o0nr: nr:6orl'lrtnyriruunrirtol I-irewatI ti'lulpt
do au. nr:rirraunrirt3lp1uto.r Firewal'[ frolrirrauor{]urJflraofiir.rlnr (Deny)

do a*1. unlEnr: (services) uavL#uurrrfiolrioduur,roirfimfihiorlflnnFn:.r pot.icy ovplo.rc

cl

flfl!aon (Bl.ock) Lou Firewa[[

do a a. ri"[ri.r r u O u ru o iuri n o v fro r vir n r : a u]ufi n udrldr r u ( L o g i n ) ri o u n r :t{r r uq n 

^ 
Yo

do a.t. nr:tdrfrln-ror]n:r[Firewal.I ovrlorarlr:nrdrfirtrirav'rrvry'fikiiu:rouurrah.iqrua
v

anfn:[y]luu
,9
rlo c<o. Eiolao:rt:vrrnoltfrruoroilr'rdroonoln:ni FirewalL qyplo.i6ilrirtr.lo-olfiufiorln:ai

oorfluroraarraillr{norrfrrrmoi Iquqvfrorq-pr,fiudru*r.o:tririoun.j.r c(o iuu-u

do xr. nr:rirvtunululrulunr:1#rinr:o^uryoiuimri'run6ornorrfrrrmoiqntrurvutlo
...-!.. 4' x S r -, s 6te5tv < d o cl, .jil054fl15tlJ0:.la0v!L6rutolLtl:ttn:lt4rLl fro1ryrn"[u^'[rilru f,lrarnilnrrilsirLflufrovfuirruy,roiornr:
4 . , a io y tyv

rlj 0 3t Fl 0 u o n tu u 0 vt fl I 14 1-J fl A v fit 0.i Lpr 5U n I u U u u o I I r n uil r u t r u ri o u



V^
"[o xto. nr:riruunnrnr:lri'rinr:rorrniiornornlptoiurrtrulurrnnvarurortniotru

v o r d I r ;" ct, t 6v v
0vnornrvtuPlnroUalrntal\'tvnoiFtnr:rfrornoridrrtiurionr:"1r,[l3nr:rvirulu lerudoulu!ruqy0lolan9vu
_..^.9-y_u- ..+ a d d, A jq v ^ , o y ,

:vuLvnlltn5o{Ftoilv\t'ltnoitmrtrutflurrurr.rso{filr,rr.l5nr:o5l rrnunl:riruuorirnr:1#l3nr:rolrn3ol
no:rrfrrtnoirrrirtruv:'oorln:njturn:*orru plorroouairrtr{lunrua-nunjo-nu:rio#rrarjrvrururru loaI q o - - __- '-
e v -Xn0{:vlJfl0}.la n{L1U

(o) r,rlru uar port rirlolnr:ro"Lr.lrtlo

(b) r,rrr u rat I P Add ress ?o{lnr uyllfi rlolnr :fr o riofi'oar:
/ \ y I d a J - Av ay e
( er ) i n n ! : v a I er u5 o il o tto rJ v,r a un riufr oio I n I :"Lril r u ai r u p o rt fiu 1

do .rr. qvplolfinr:r{r:otdoqnnr:rirr,runnrnx 
1 tororJn:oiflorriurn:*oriru (Firewat[)

dt t " Y , ! a ,!L!u!: udr rLn ytl nn:{ nouvt=o vl* nr: u!du! rtln {Fi1

2^ .-a---- a r ,, --jg-v- 3 I q r .ja
?10 G(d. tFlT0{F]Oilv!?L0lo:tt:.lllluvttttl5nr::ullU{luAl:flutyflrtr{ 'l ltU"Luuurarruu:r

3,.. i a, A c3 y y I o ed 4, , oj q u a 6 d e ,danuilvvrLluejuu:rtumovmolLloqryrn"hil-nr:rf,orriorr,l-o'[ri{ruouryoirr]n ururum:rprrilsirr{lu Tou
, o d, or1 

"lA YF] 0{ n1yUfl LLJ1-Jfl SCll u u

v l' - -_ de J j v 4 c4 q y __ 4' a d , a.at0 dd. 14u?u'l'lul.lfi1i1611Qv:vdluSolnonnl:-hi{ru?0.itn5o{noilln?tfloianrluvt'fl
A q v A-

ilqfrn:::.tnr:"Lrilrufifrnr.16otfiurrionrrtllaon#uro{:yrLrn6orirueiru:r:r ySorfrnornnr:?ir{rLflo{

}] : u n : r fi fi n ? 1 :.r r A u { ri o n ? r il il a o o rYu o u n.i r q vt giir n r : ru ritt
do .iu. nr:16olriolu#nuruvto{nr:Fr?!nr.r:vuytna (Remote Login) alnrruuonillu-{

-! ,, a , 6 d ,

unS o r Lrrirj r u u5 o o rl n : njur6 o dr u n r alu r1o I n'r rfr u n r : ril fi
( o ) r o o 11 ry r n n r :"[flu u r{] ua r u a-n rgfljo-n re:

(lo) rffldo:La Logfite ri rirewal.I

(*) ufil Logfil.e alnot-? Application

do x*,1. {avrfrnuTu!ruriruFl?rrlaonn-sror Firewal'l ay0n:yiunr:tr.[r:^nr:rl''ufioundr
qvlriiunr:rritr

do xa. ploln:roaolttnvtlnvroinror:vrr.lr,rBoqr.ln:niyr'tril'nrrro'rrflu'[unr:ldrtdrru
,J

0u1{aLrraLto

; j qy a ddrufr orq n't:n?unlJnr:"[rjoouurud rfi nvr:0fi nd (E-Mai0
a 

o.

tlo xx. :liaoonlraduSnr,r:ofrnri rrartri:ra-arirurloltrirl:rnflyBoufiFr{:il-ar.iluoonil1

turirlolttanloonlrlu;iltora-rpa-nr*nirnrum-rdnu:riu r.riu "x" 14io "o" lunt:1frlv{rlrinyd'ro-nu:
w A u v-
?o o,oo. r:loteiYu:ri'azuru (Password) nirrr:nlunr:ldr:vluqnuilrud16nvr:of,nri (E-Mait)

d'^ s, t q Z Y qy ,Arravrl.r0ilnrir?raivlLLun:-rrr:nfu "Lr.i'ulduu:ri'azuru (password)Tersra''ufi

do 
"o.. tiltiufi n u6o ufi u :ri'a riru (pa sswo rd) tflu:vru n ourir rn o i

{o oolcr. t:rhivr'otltnr.r:rruolSnr:orinri (r-nllail Address) ror(durv'r'ooruy:^o:-rr,r:'o air

donrrl unt{uttmov16':-lnr:0uuoilarnr{r?orri'ldrrurraylri'fiorrrd'rro.rQFr14r].ladrfinvr:orjnri (r-
M a i t) r{J u rjiu fr or r o r ri o n r :ldr r ulu q o ur r u d rfi n yr : o fr n ri( E -l,,,l a i l) r o r n l



v
{0 o oen. il a-{ a r n n r T"Ldl r u : v u l o n u l r u o rfi n u : o fi n r{ ( E-Ma i l) ua f q fr u Fio r n l rjuyr*n o o n

(Logout) vlfiFr:{
v t v -ia{o ood. nl:aldolavt^utJunrtr#r trnr::vlnrrla'rn-ryrolrioqaartur,i'rriooFtl4}J1u

616nvr:ofrnri (r-nllait) r{ulfiuuridrqvldiBnr:rdr:ri'a{ola E-Mait fir.tirurrurirraunt{ unvlri'L{nrr:r
U

:v:in:vr-ttunr::vr1flofior1 r-uait rovjiri#qnBlorufiorlornYunr:rirfroniry'irI

rio ooa. #r:reilqFru:lrudtSnu:ofrnri (r-nl1alt) fil^#nrsruvrfluoo14l.l'rullUy (spam Mail.)

do oou. fi'udlonvrraOt6nvr:ofrnri (r-mail) fifln-nuruvu{luQn14}t1unnl.ri (chrain Letter)
vylada6,_-,.ia-c3,ar4aa
lJ0 ooaJ. 1t',tilA{OO14il1UOrafl115OUnff (E-Mail.) 11tJAflU[UyLtJUnr:aytilflnonflyr]1u u5odlro
d

t0{!nna0u
yvcr,
rlo ood. lirilarqoyllru6rfrny:ofrnri (r-mail) fi:r'tlYatltri'riunnao'uloutenu.r

do o o ct. 1#: v qd o t o r riei r"Luo n vr r a 6 r5 nvr : o fr n ri ( r -ru1 a i t.) vr n a fl fi ri rtil
do ..o. l#vfrnr:r{r:ordorynoovrrruorSnu:oflnii (r,uail) ntrn':r:rdrrtluodrra:rtrrfi}.ro

U

do.r.. r*Tl{ilruolotvfrnr:rl:roao!ronfir:LLuLarflQFrl4rruduSnr,r:orinrinounr:rtJoufioql

pr:rqaorltulrileruttTr-l:un:lrJorn-utria r{lunr:rJorriutlnr:rtlertv'kifiu{lu Executabte File mu.exe

.com rtlurlu

rio oolE. fr'Ldlru6'ort:"iutlnr,rBoe{rrioqoulnuorSnvr:ofrnriraiodonrufitri:-rlqrnririrfitrjid'n! - !- ---d -

tjo ,r*. ri"L{rruplortrjtridonruvr^t:-ianl,ruSoiuriroou:rruo^rHnyr:orjnrivr'h.jryrrvaryEoUi

rioqladuorovirtri'rfiufloufiurtorrari?u{ru vir"Lri'rn^nnrr}.rLrrlfl[[unryyrrrvrururru zuruur.:afly].r1u
adad

0la n?t:0una
-, 16.1 , , e d q d a q v v cl
'ijo ood. zu tlj{lun0{fl:10fi0un Ln!Qfr143.Jluotri'nlt:otjneitolmutolltniu ttay0r:,j'ntill! u --- i -'-

ttfl:rdalauuavqnurrudtfinr,r:ofrnrirormul#uaa^osirurufioufifin rrayFr?:auonylruorSnn:orinrifihiU-q
v'Ylqda6

n o r n r : o o n r r n : y ! 1r nfi o a pr rjir r ru n r :"[dru o vr : v u 1J a fl y[J r u o ta fl y : o u n fi

do oo,a. ffLrilruololtdoor,rrru6rSnvr:ofrnrinrnfo a{rra:-utdir-rirdo:"ra1u:iyur:rruflr: nr}.1! ar __d, _,_-

-3ud4'-!4'-ad6dd,].lnntuv:StluolTllJ0?1-J1iT od 01-J?'lFtll Lqrddo u:al nr:lrtolul:yLJ!aftuilfUO=ta'nllTOilnanaflttIOnr:
oi o
aofi'r: LLalnTfi'

riruvt- o * n 1 in ?u qeJ n r :td6u rvr o iui n ( I ntern et)
9diad,d'adtod,,

?0 oorb. [Fl:0'1F]0[.]1J?tr10:A?1-JqflnAlLAvLfrT0{Pt0:Jv!?tFtOStt!Lv'Jn1,'lf noUvitn'l:tflo}.lno
^6dtdoutvtoiutjpr zurutitiLT'r'ircloi (web Browser) olorfinr:frneftTl:un:lflorriutt:-a luavvirnr:ontor

9

sl
114'1lJ0 i:vu!lJfl ua n1:

do oroeir.lunt::-laldoryanorrfrrrmoizuruvrrroulvroirrimosplorl'nr:m:rod'rh:-a (virus
U

,s s,
5ca n n I n q) Lo s ru : Lr n : ilrJ o r riutr Ya ri o u n 1 : iu ai { do I a r,r n n Yr

Ut
y v q v d r a d d d 

^j 
. , u ,X

? 0 or or d. 14 I l.J tlj tFl 5 O 1.1 r U 0 U tvl 0 : tU Fl t 0 { 0.i q n : tt,\l 0 n : y 11 I n 1 : rr O L1l U

(o) r,r rrl :ylt rrilu tfr r o: fr q arupl-')
q

" ) ufi o or r:il'u rrar kiurri nr : uriu rfl 3.r nn ry! uupr irll iv,ra ru9/ rylufl J lJJUlJtyt! ttrt[L' 
u



(en) ntvvirnr:finotri'ufrnnra+fiuvrurionrnn-nuni uavflotn'urtorolr{n: rru nr:
t, i , d r d 4 y o - i rcuzuuttu:tornlt=ororionrutaulrrurioosnnr: u:o?oxrnalnruyir]unru#utolorrinr:! u-' -o '_-

(a) n:vvirfrongulru uiu
ord

- r-J r L"iJ'r 14 : o Ln a *v,r i do il a ra6 o t eTrJ : rr n :l fi a y ufr o a cr fr ildU9

- uw i n : v o r uhl : un : ltri rl : v a r rio' (M a Lwa re ) ul u tr Ya n o r rfr r ur o i
- n : v vir n r : fi 1:-i ur,rr r y a r rio ri o fi n o : : r iru n r : rri u v'r u-u o o ula ri n r :rir urir r.rE o

,j
tr.t u ttl,\ :a0a 1].tn 0ula't:

o a', y - .t a u ad- n : v u r n l Syt a { r.J n :'t u fl : v vt ll fl Li n ? l :.J }.l u fl {11 0 { lJ 1 fil fl l fi ul 1,\ : u x.J 14't fl un : u

rtu nr:rionr:iru
- n:vvfrnr:rilt nnnr:r r.rioavur^ofrvrdrorrio'u"Lri1ei:nnrura'uyru rru nr:!1 !

oydra<'d.
dr t{rySo uzu u rr1,r :n1il ra u{ a o r.lfi lnrl^J rray rA u r (M u lti media) r o I #6ufiifi

d'9a4vdyu
rtl urio il a q i l ui o t o :l a rr a o u rn o a r n n l : a f r { m'o ri o Lun l rfr l r,r:* o rYo rrr] a l!!

eadadaddad
er r u r fi fl r : 1,T r { o ra n 1T : o u n fi u : o ? o n 1 : o' uln ra' virt#ei6 u ri'u rfi u fi o rfi a r n n rrvu!

^,a
14 [.r 1-J fl n rn a u pr t r uB otriir r] ?'l r.r 0-1J o 1 u

U

- n : vyn n l : t! u n l F 0 a { ft }] t% u nr :ilr trt r u i 0 tzu u ttl^l : t oil n vt :L a n uruv o u tilu
aAror4.!

ttlottloairrn?1:ra"llauiu?ru li6or1front:yaonnxlri'lnonrr:Lrfiar,rrurirt 1
yv
?o oore(. ur:.rtt]otzuu{olne{rrirufirtlunrrrdrrn^urriulrurolnrjrulrufir;*trittfll:rnrfl ou't{!u

tflulirrnr:zuru:y1lLaurr,roiuin (I nternet)

do rtro. :vl-n:vl-tnt:nrrilTvao }l:rrn:r'[r7rruo1n:vulldurvroirripr (lnternet) nr:d'r]lon
( U pdate) hJ : uun ::r rix 1 frol l{J utrJler ah"ia y rfr o a rfr yd

do .tr". tunr:'[dlru:vrutn:^otruourvroiurimlilrflouzuurioravr'r{rrYrurrayu{]unrrrairros
UU

14lt? Er{'tU

rio 
"Lrir."Lunr:tdrrun:voruauuuroufiny:orlnri 

triuauonrr:r6ouiu r,t6ol"ildonrrlfiriru
9

q uy -j " q v ^ _4 4 r <' d r u dLll:ru ltovvirLutnnnrrlta=ortdunofrotdurro.tuurulru nt:vtrnrun?rila=llll-LdrYuunarn: ro.r
,!

141-J'lU{ll]ou "l

do .Lr*. {l"illrutririruirflorano:Lrfrrunoilo 1 fifi#nruruvoYuu{Juufio olur{lunrrrfrqufiurflu
d, a ; - t v a d a a u q ro'll].1!url{tt14{:'l10rilrafl: 0utLJua?r}.lzufltnu?nunl:fl0nrr:'tu ySonrnytttanuruyouaun rravL:t

o I 4 I t y 
^ 

du I d d
1,1 I fl 'r : tr.J U ttv\ 5 M 5 0 A { r] 0 t o ].] a n 0 il 1 1 tfit o : a { n a 1? r.J r u o u lyt o : tu pt

do rrr<. na-rorntdrru:vurduuvroiuim (tnternet) ra5qurfrr lri'tlolSul:rrrcloirlfioflolriu
nr:ldrldrrulo uqnoa du 1

{o "t a. r,ra-{ornt{{ruduuvoilfimra5oudr t#virnr:oonarn:yltrLlnioflorriunr:uirldrru
raJ
rfruuoea0u I

{o rt u. rildlrurlottJfrrin^mun6r,rrru'rr6'runr:n:vvirnrrrzu^orfrurnlurro:rrfrrumoi uray/
4 d ad 16 ua a d aj ^l i vu:0nflux.rru :vLlJUU ?oufluF)111.IF101J1,'!?t010: 0ul iltnu?ljol ourllet:ln5n



ri r ufi o c n r t"lrir r u rnr3o r rr o u f,i r rn o f ri I uu nr n a
q

, ra ua 6t y - q ,

?0 oloe"i. ttuxyt't{!fl 1.r n nr : Ltlruytr L!

(o) un6ornolrfrruroifiuilrurruoururntri'Ldru r{lufruy:hdrorurirumurfiohilulruqu

:rflnr:
(Lo) Trl:rrn:rvt^tpinnn-npirawurniornorrfrrrmoirorr,rururruplo.:utiuTr-l:rrn::r fr

U

r.rrirusrutrir%auarSrrodrrnnplo{errilnfluilru e-s#u#urffl{rrun-oaon}J:uun::^rorx l ulayrirtr]
^ Y ! ^ 6t u 4 *
frnnlwuun5o{no}rfi?rfloirilueil r,r3o*ffh yiorirtrltri'(o*u1dlrulnufrnnqnrru

, .!
tent rrioururnlri'ri"lrirruvirnr:frnoirruavrurihu]5uu*rJnr1rl:un:llurnio.rnou,r^rrproi

1U U

rirurnnaroryrhurru
(a) nr:teraroueiruuioaruniornorrfrrrnoiaru!nnan:rqflo:rovr1orpirrn^unr:Tna

y , -i I d yu , o - d' a r , d'tsirvf rfi ?olttur alruu3o(:-r:,trr ryrrdr:r:-nur rn3 ornolrfrr urrof rLayoil n:ajfrtrivira-ryryr ni:

T:rn urrraaar u6oil:ya-lsr:rt olrifi .o rvirrYu

(a) riounr:ldrrua'or-urrr*nvrnwrmr.r 1rlorl^nrrnT?aaorJrfioyrtrfalnuTl:rrn:r
vav
!o{nu Lxia

(u) fftdlIu r'rarirfiuavYuzuortorrionr:qunfnurnruIaoprn-urorun6ornorrfrrrmoi

(o) tl pr rnt o r n o r tfr t un o iei r uu er n a fi Fr u ro { a : o u n : o lldr r u o a ufi ot"ilr r ul : y siriu ra S o1tYt

fru r,r5orfi ofl nr:ufr nrrldrrurnun'ir " rirlrrI

(a) r.iurirrntornortfrrtmoiei':un-runnnfirdryrirfir{lur{rror:rrtdnfu:yulun:'otru
9

toluilrarru Ioul:Jfinr:nonsrll:uln:rrlornuhiaoaxnr:rryal rravrlolilfru-frnr:ruTuurunr:fnur

nrrlfunlrJaonn-udrualiautllo?orvilruqruoarlrn:rn:h unr{uoykiilnr:ot:roaol'lrnrf,quun

: vr rr o ryilr u r ru ri ou nr :"Ldlru
vil{o otE a. n r : rJ o.r riu q r nTl : u n :r r er rir #rtrirfr r rl : y a r ri( M a t wa re )

(o) l4'ldlrurfro{n:?oaourarh:-aornfiorirr 1 uru Flash Drive uav Data Storage 6u1

ri ouriu r"hir r uir l nfu rerBo s n orrfr r urr o i
,.. eile v !i,di d q r a q,rj ds(b) iltt.1run0{Fl:?0a0uLv!avrrtl-ruilrflLoo14r.t'ru0rartlTrouflay:0LtdaviorruLyan:Lr-!

q r n o r uyr o irfi n d'r aTrl : urn ::r rJ o.r riutr ia ii o utdr r u

(*) fr"tdlruplo{rr:?aaou{ouanolrfrrrrloflqfifitorira-rkirfrrrl:varri:uour,hu drfizua' ! - ----i- -'-1'" u
9 q YY a d 4 a t d " "-, J a dItr'Lftlo:ranottlrtmoi u5o:vrrnorrfrrrnoiuSotnniri{'ldurfronrrlrfraurunnvfraru nnruri'lruq-tt

.^ri^ ..-r_- --a reua L1 , " .r;" 4v
tu a u u rrtl a i u : 0 1l fl u Ft {'t u L}.1 rl : { n I 3i Ft r fl { yt fl r u u Ft L?

Voyy4
110 orloel. nlSAlSO{UOlnttaynt:nftU

( o ) qfl dr r u d'o r fli zu^ 
pt "u o r"Lu n r : air : o r do 4 a o r n u n :* o.r n o r ri r r n o fl {r u fi o uiu n* n oi u 1' U 'U' "

trlu ExternaI Hard Disk
,.,e6)vdvAa.qD
(Lo) r{L"ftrufrvrirvr^rfiufnrcrfiolioiln6{r:or (Backup Media)lfluanrufifiuarrvar l:"i

rfiurrio nr:irtr,ratorqiora lLa ylTflaou nr:ri6r:{olafiair:ort{o Lircadruasro!!!



(en) r-j"Lrirtuplor|:vt:tunrrrrfruvrrriornfrrfirl{uu Flard Disk tlnr:ovrflurioIa' 9J --t- ' qr

rirriry rfrurdorriunr:vixru 11r:rv14rn Hard oisk rfiatrl fih^in:vvrlrionr:rirrfiunr:rolyilrarru

rir ud o e n r :"trY.r r u rn3o r n o rurfi r rn o irru ul,{ n il r

do r*o. uurvrxlfl rjfr nr:"Ldlrura''rtrJ

(o) te6olnorrfrrtnoitu=;tll,lnl'rrlr'uu?u{1uouil'rmlri"ldsru rt]ufruvr:-urdro.:urirarru1u

rY!0 [lJ LU{rU:',.)tn'l:

(t,) hl:run:rvr^triO nm^or#rarrurniornorfrr unoiruurvrnurroruur urrurlor rflu
U

c i , qyi ^ ^ d t y - y , eilv u rL1-littnillvtlru?u{lu tocjoateiuorrou'xonno{rtl}.lnflu:lra nllriu rfrlrl[r{lrunioaonhJ:run:lrirr 1
or ^ Y ; ^ dt v 4 w d ou ,qvyA utv <tLauulLllFFlFr{lJutpl;o{Fror.il ?rno:arunr u5ournLt vr5oilrL!turyouLtlru[ouilonnulru

(*) rfdlruploro*nutuavrJXl-Fmrrqfionr:kirruourrav16un ryl'onr:"[rirruourr

rJ a o or n-a rra y l'rl : y fr yBa r r,nr

(a)kirYorrtlatuurittri'rutJ:vnorrirr I ro{Fro}.rlfrrrnoiuray:hleranrvllro{norrfrrrnoi
6) yd

ty!anrv\ttoLl

(a)tun:nifiplolnr:rnfiouriraun6ornorrirrnoiruuuy!fll\'r nr:lein:vu{lra'ry:-rrre6or
-,6

eoltrlrtnoi[11]111,'\ln]"n nnr*oflotriudun:rufitfroqtflflt:n:y11!niyt14*ol udu nr:nnornTfi'vvirlru r,nio
4c7,e

vnol.Jo rluFlu
r,r."i^3^----q-C-{-..+ d t a v v ^^qvd d
\b,] viantau{nl:LlJu?14:010.1tt?{ L%u larullnnr n0rllzuauu'too LCD tuu{lu:outo

"rir ur,r6 o virlri'o o LC D ? o { rn6 o { n o l rfr r rpt o irrl u v! fl v! l L[0] n rfi u r,r r ut6'

(.,1) trir x r o I fi''tlrl uu fir q o ua v tufl urfr rL r,(

( a ) n r : 16 n vit n ? r l.r a v 0 r n u #r q o n r fl rlo r ud n o d x ru'r ).1* o yri a fl un v rlo u{ nh]Tu uur y r rI
duycl

rn- u r n'u f u rfl fl rrll u il :.r 1t ? u Lv! : 1 y e y virll[r,t rir o o fl : o u r^ er ri r u16'

(x) nr:ldrnioroo:rfrrtmoiuurr,rnmrr{lu:vuvrrarururnutr] 'tuanrrnrfifiornroiou

-v- v ar d' ^ r J ct, v J - j , 6, o y o ,d y,
0n n0{!ntn:0{fl0l.l1 ?t0'10:t140tlun1:UlntFt:0{fin:yUylru{flo1rt!FrLt{rULlrtonofr

(oo) nr:tnfiouflratnBor rLruvfiterBorrilnt{rruod"lyvfrnr:unerflfilur'rutr1Lrflurfr:1,{
!a

er.is4vg
v11.lu't L tn:01 Ln a nr:oltturo onrntu

'tvY?0 oeno. rl?1lluA 0nfl U11'l{ft'tUfl 't UnlV\

(r) rfldtrul'r,rrirvr^:-ufrntor"[unr:fl0.:n1unr:acyr,rrs rru n::Sonrn6orrrusvr^trild"lri
!o

r r u hi r r r uni o r fr rtfl u vr^ fi r Dr : il y rai olurB n rufi fi n r r :r rd u r ri o n r :a ryur u

(rr) ri1"ilsrut:Jrfirv:*ot"ilrrunorrfrrunoiuurnnur'Luanruvr"vr'l'errrriou/nrrlrdu/r.]u

n v0 o{fi { rra u 6'or :yirrlor flu n r :n n n :v yrl
w I 4 ra ua

? 0 o enb. n 1 : Fll u Ft l.l n r : rrt r ri t : s ! u rJ fl um n r :
(o) ri1{lrurlolrirr,runfiorildrru (User name) urav:r[aairu (Passworo)tunr:rrir"Ld

r r u : v r.l r.l rJ X ri6 n r : r o I r nB o.: n o I rfr r r n o i rtl I r,l n n r



(*) rtldlrur{oln'lnr:ldlrulr-J:un:lfnurqonrfl (Screen saver)lnun'lunrrJtull6u.U
d6teo d y !,1,a qv - & A v

ord tlrfr"[r,rvfrnr:fionnfrtolfroh"ifrnr:'ldrru ua{Qrnuumonornr:'[drrurloltei:#ailru
I a uq6)

rrurrJgrjm'lunr:fnurnru:tiurxilaoofiadruar:auLufl ?0.iflTUl,1:']{alol:ilAr vr.fl. r€rdbd r,rfir *b,.Lr ei) u v u d d a q, 4 q | ,i v d,(d) [,]tt{runo{?TIflI: Logout oonQIfl:uuuttuyluriotrinLt,:luu5oLlouyryurqoutlu' u - --J- !

L?AlU'tU
,oyu4
?O oenen. n1:41:O{"ii0HA tt0ynl50Ft1-t

(o) ri'Ldrrurlorvirnr:r{r:o{d0:.rnarnrnio{fl0}.rrfrrrnoiuurrvrnvrr rfi0fl0{nlun1:ail' ' ! U - '' , -

vruro{doila
t

z,, ei)v y d v 4' 
" e ,_ .xh d d u,(lo) r{Ltllruorolovuffr:inura'oet'r:or{orn (Backup Media)tfluanrufiriu,rlrval 1:-i

.j 
' ".)q 

y
ta u{ Flo n15:? Lua?o.1?0l]a

r -r "r[do', r pio r rJ : v u:r^ u n ?'] il rar u { ? r do :l a yi l 15 lt{r u H a rd Dis k tr n : : q v r{l udo l n\(-9-/ tt6"u! tupt u'tuf,ubJJufl, u Jt'JUu Haro ulsK u.J r !
r{rrirprfiur{o.rrYlnr:vir.i1u !1^:rv14rn Hard oisk ufiatl fih-in:yvrlrionr:rfrufrunr:rorrlilrulru

,iu
d?Uli ob n1:n:?o{un1:qnqn (lntrusion Detection System / lntrusion Prevention System

Poticy : IDS/IPS Poticy)
,
{o oena. IDS/lPS Pol.icy lfluululrunr:n^opfi:vllllgt:1afioun1:!,n:n Ltayn:'lcd0!n'll:.1

r.lnonn-utolun:*odra tv,trorJorfluliirryurn: :v1rlJfir:a!r11fl rraydoL.ra!utn6o?runruluyrirusru tfi'fi
^^^^.^J_.^--,_ 9' ,tt ,^-^ ! v 4 t vFll'll.l3.luFl'lllaoottu tlJlJttu'11i1't{nr5!fl!rrtnuxfl!nr:Fl:?aao!nt:!nIfltnSottu v'r5oln1lltt.t.t11ltay

.l ; y
Ft1'tt 1 51J fu Ot'O111,1 tn U?"ii 0.1

v{o oend, IDS/lPS Policy F]:ounar..rilnlaao{ (Host)"Lurniotiraro.:uil?u{rurrnyrn3odrudo4a
!

& o V a, ^ i I , 6r d d ctr yl,i{7l]rl 5?}]fl{tAullr{Yt0}.J4010t9rul,l1{ 1J{L}r0qtutn5ortruoutvtoirilFtynrduil't.l
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